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Abstract

Large scale Service Provider email systems havayaslween targeted for potential
exploitation by spammers because of these systeapability to deliver huge volumes of

their nefarious payload.

Today, most email systems decide whether to aaaptl from another system based the
sender system’s network reputation. Reputatiomiges Service Providers with the
incentive to minimize spam originating from the@twork; allowing too much spam to be
sent via their facilities is likely to result inp@or reputation, meaning other reputable service

providers will reject their mail.

Compared to the volumes of research targeted extiey spam in inbound mail flows, there
has been relatively little work done in identifyiagam in outbound mail flows. The research
that has been done on outbound flows is difficuapply to modern mail systems, in that it
discounts either their complexity, has too muckargle on simple metrics such as volume, or
provides mechanisms that are only suited for aéfimalysis — by which time it is too late to

act.

Service Provider email system complexity must bmanted for in order to build a complete
picture of the paths and transformations that affeessages on their way out of a malil
system: typically crossing multiple servers andtipld different software packages. Old
metrics such a message sending volume are likgdgnalize the wrong party; with the
advent of stringent anti-spam laws legitimate mailists tend to deliver a high volume of
email to recipients desiring this content. Whergaammers have moved away from sending
high volumes from one host over a short amouninoé t preferring to send low volumes
from many hosts over a long period of time to nghér overall delivery and avoid or delay

detection by service providers.

This thesis presents a novel mechanism to detaatsyers in the outbound flows of Service
Provider e-mail systems. It accounts for the comxiplef such systems, can be used for near
real time analysis, and uses the foreign destinaystem’s response as a measure of the

probability that the sender is a spammer.



Chapter 1

Introduction

Most research in the field of e-mail spam detechiaa focussed on inbound flows to an e-
mail system. _Inbound flows are defined as thesagss a system under the control of one

administrative group receives from other systemas dne not under this group’s control.

Less focus has been placed on vetting the outbfiowd from e-mail systems. Outbound
flows are defined as the messages that originabe subscribers of an e-mail system under
the control of one administrative group destinedrézeivers on other systems that are not

under this group’s control.

Much of the prior work done in detecting spammeivég in outbound flows is difficult to
apply to large scale service provider e-mail systbecause it discounts their complexity.
This thesis focuses on the large scale use cas®dtk in and raw data used by this thesis is
based on the author’s experience in designing pedating an Internet Service Provider
(ISP) e-mail system servicing approximately 100,80B0scriber mailboxes. The author
believes the methods used apply to any large sealail hosts, such as ISPs, and email
hosting services such as Google, Microsoft, YahwbFastmail. Unless otherwise noted, all

references in this thesis to e-mail systems inguige scale.
Where does the spam in outbound flows originaten#o

Spam is defined as unsolicited commercial emailEYQr unsolicited bulk email (UBE).
Spam’s goal is usually financial. Direct finanggain by generating revenue via the sale of a
product or fraud. Indirect financial gain by steglaccess to the target’s resources, usually
by intercepting their system credentials or conwvig¢he target to install malicious software

on their computers.

The malicious software angle is important. Becaifdbe introduction of Anti-Spam

legislation, the number of persons and organizatewertly spamming or providing Internet



access services to spammers has greatly reducetiwab previously frowned upon is now
illegal. Coupled with the widespread adoption efwork reputation services, almost no e-
mail systems are operated to directly deliver spagmore. Instead most is originated by
computers that are running malicious software, ligaa a part of a larger network of
systems running similar malicious software underdantrol of one organization — a Botnet.

These compromised accounts are responsible fdruilkeof the spam being injected into e-

mail service providers’ outbound flows.

Operators of email systems are motivated to redpaen in their outbound flows for reasons

of deliverability, resource consumption, and reagal improvement.

Deliverability is the measure of how much legitimatmail sent by customers of a mail
system gets received by its intended recipientshéteceiving system side, messages are
first accepted into inbound flows based on the seadeputation. An indication of

reputation is provided by consulting one of the ynRealtime Blocklists (RBLS), who

indicate how likely a host on the Internet is tdivil¥ spam based on past observed
behaviour. If operators of an email system domabage and control spammer’s use of their
systems, their reputation will degenerate in tHeBés until such point that few other
systems will accept their mail. Customers willakly cease to use an e-mail system with

low deliverability due to poor reputation.

The financial cost of sending an e-mail is smdll [However, if the overall volume of spam
sent is not controlled, service providers will inconsiderable infrastructure and staff costs.
If a 10 server system is overprovisioned by 25%raer to managed high utilization peaks
caused by queuing spam for delivery, then 2 sewerth of infrastructure are not justified

by customer use or revenues. Personnel is moenei than infrastructure; sending
excess outbound spam requires more staff to pr@cegstem abuse reports, and to trace and

manage compromised accounts.

The final motivator is reciprocal. Due to econosnié scale, there is an ongoing trend for
smaller companies and organisations to outsousteemail hosting needs to larger
providers. The net effect is a larger volume oflmisamoving between relatively fewer e-
mail systems. If these systems in turn betteralsi@gammers in their outbound flows, they

should eventually face lesser inbound flows t@fifor spam.
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1.1. Objective

The objective of this work is to identify spam retoutbound mail flows of large scale
service provider mailsystems. This would provideams of reducing the volume of spam

delivered to mailboxes, thus reducing the financiatives to spam.

1.2. Contribution

This thesis presents a novel mechanism to idesgpigmmers in the outbound flows of

Service Provider e-mail systems. It accounts ferabmplexity of such systems, can be used
for near real time analysis, and uses the foreagtigation system’s response as a measure of
the probability that the sender is a spammer.

1.3. Organization

The problem of identifying spammers in outboundatsystem flows requires a good
understanding of how electronic mail is routed frone system to another. Chapter two
explains this, introduces the syslog data collectieechanism, and the intricacies in retracing

the path that a message took through a high vohamigple server e-mail system.

The background chapter concludes with an overviesglated works in determining e-mail

sender reputation, assessing e-mail sender belasiwdi identifying outbound spam.

The third chapter presents the techniques andiddgts used to first retrace the paths taken
by messages through the system, and analyse thtsefpr evidence that the source is
spamming. The results demonstrate that usingetteiving system’s SMTP reply code alone
is a good metric for identifying spammers; one tt@mild be used to nearly halve the amount
of outbound spam generated by an e-mail system.
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Chapter 2

Background

The context in which large Service Providers opgenatist be understood in order for this

thesis’ objective to appear sensible.

2.1. Simplified Email System Overview

The design of large scale service provider e-nyailesns is presented below. The network
level protocol used to move mail between systenisaSimple Mail Transfer Protocol
(SMTP), referenced in [2], with pertinent portiapfats transactions defined later in this

section.

2.2. Basic Functions

Stripped of all other features, an Email systemthese functions as seen in figure 1. (1) it
accepts mail on behalf of others, (2) it deliveiito the messages' intended recipients, and
(3) provides disconnected operation by queuing agesswhere the recipient is not currently

available for a later re-delivery attempt.

retry

Accept Queue Deliver
Mail? Mail Mail

Figure 1: simple email system

2.3. Malil Flows
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Email systems have two primary flows. Messagektalie either an inbound or outbound

path, depending on their origin & destination.

2.3.1. | nbound Flows

These messages are entering the mail system fioen wiail systems that are external to its
administrative realm, doreignto it. The foreign systems will have been dirddtethe

local system by Domain Name System (DNS) Mail Exgjex (MX) records, or explicit
administrator configured routing. Prior to accegtihese messages, the local system will

probably validate that the message’s recipientyvalid mailboxes.

2.3.2. Outbound Flows

Messages sent from subscribers to mailboxésreign systems. It is the undesirable mail
originating from the service provider’s subscribvat will impact the reputation of the
outbound flows, which in turn will halt or delayldery to foreign systems that consult and

trust major Reputation Providers.

As previously mentioned, this thesis focuses obaurnd flows.

2.3.3. I ntelligence from Outbound Flows

Service providers have a considerable amount elligg:nce relating to outbound mail flows
that is not available for inbound flows. Thish®tinformation that will be used by the

detection algorithm.
Key intelligence sources are:

- Avalilability of raw mail logs, and the ability tagserve these logs for baseline
historical analysis.
- Ability to determine which customer sent a messagier the originating IP address,

or the authenticated user name.

Using the above, service providers can exert fatrerfine-grained control on outbound flows

than their inbound variant.

2.4. Simplified Email System Components
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The opportunities, problems and constraints ofséesy are best understood by visualising its

components.

Figure 2 enumerates the components of an emadmayitat could be implemented by a

service provider.

to demonstrate their areas of primary concern.
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2.4.1. | nbound Components

Referencing Figure 2, the components handhibgundmail flows are:

- Inbound Mail Exchangers, these receive mail froreifgn systems

- Inbound Filtering, where anti-spam and anti-virosgessing is applied by policy

- Malil Stores, contain the mailboxes that messagedelivered to

- Inbound Proxy, used to isolate the store from dicecnmunication with customers.
Proxies provide an abstraction layer to the maisoxvhich can be used to
implement load balancing, reroute traffic duringilrstore maintenance, and provide
the ability to rewrite or transform login credeigia

- Webmail, provides a web-based mail client. Oftgmiane target for attack or abuse,
hence its isolation.

A A
I-lg’?f

Foreigner sending
to customer

INBOUND

4
]

]

D

"

]
o
-

Mail system
customer

OUTBOUND

4
]

]

"

]
*
-

Foreigner receiving
from customer

Figure 3: mail System Components and in/out flows
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2.4.2. Outbound Components

Referencing Figure 2, the components handbuatpoundmail flows are:

- Outbound Proxy, the entry point for accepting mgesahat subscribers wish to
deliver.

- Outbound Filtering, where outbound anti-spam artdharus is applied by policy.

- Outbound Queue system, the servers that will mad&elirect connection to the
foreign destination servers. Also the only platéie mail system where messages

should queue for delivery. Reducing queuing paietikices bottlenecks.

2.5. Large Scale introduces Complexity
Due to volume, the functions of a mailsystem arngallg segregated to different servers.

Redundant servers are deployed to keep the savakable despite component failures.

This complicates mail flow analysis. The analysisvided in this thesis requires an
aggregated view of the messages each subscribmitsub the outbound flows. The path a
message takes through the email system will habe tebuilt from information output to

system logs as it traverses the many servers ardales along its way.

2.6. Simple Mail Transport Protocol (SMTP)

This section provides a brief overview of the Sienplail Transport Protocol (SMTP).

Proposed in 1982, RFC821 [3] standardized theteierver message exchange, and RFC822
[4] standardized the format of the messages. Thage since been obsoleted by RFC’s 2821
[2] and 2822 [5], but these updates and clarifaregtihave no material effect on this thesis.

2.6.1. SMTP Example

Figure 4 shows a complete SMTP transaction of algiramail being sent from a client (grey

background) to a server (white background).

This paper focuses on actions at the envelope,landl SMTP response.
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The actual message content, steps 3, 4, 5, 6 urd-iyis not of concern to this work. The
structure of the message is dictated by RFC822 & 2&he rest of the communication is
RFC821/2821.

1. Connection $ telnet sntp.pacific.net.au 25
Trying 125.255.95.1...
Connected to mail-pacific.pacific.net.au.
Escape character is ']'.
220 mailproxy2.pacific.net.au ESMTP Gday mate
hel o netl og. net
250 mailproxy2.pacific.net.au

2. Envelope mail from <martin_foster @acific.net.au>
250 2.1.0 Ok
rcpt to: <sender @etl og. net >
250 2.1.5 Ok

3. Message data

354 End data with <CR><LF>.<CR><LF>

4. Message header Subject: This is ny test nessage
From "Sone Sender" <fake@lonottrust. net>

To: "Sone Reci pient" <sender @etl og. net >

5. Message body This is nmy nessage body.

6. Message end
7. Server send 250 2.0.0 Ok: queued as F2F9727412

quit
221 2.0.0 Bye

Figure4: aSMTP transaction

2.6.2. SMTP Envelope

The example in Figure 4 shows that a message’dagerean use different addressing than
the message’s body. Note the difference betwesenhelope’s “mail from” and “rcpt to”
instructions versus the message header’s To: & Fliogs. This distinction often comes as a

surprise to persons not familiar with e-mail’s joals.

This is similar to paper mail — the envelope ipoesible for the routing of the message, the
message inside the envelope can contain whatesaetider wants it to. SMTP is the same,

the envelope routes the message’s payload.

17



2.6.3. SMTP Reply Codes

In Figure 4 the server responds to client commawttsa reply code in the 200-299 range.

These replies are defined in RFC821/2821. Fopthposes of this work, we want to know

three broad response categories to a given command:

Accepted: 200-299 range.

Failed temporarily: 400-499 range. This means $batething went wrong in
processing the command, but that this failure n@ybe permanent. The sender is
encouraged to try again later. For example, ifdbstination system is too busy or
unavailable, the sending system is likely to retemporary failure and retry
delivery for given period of time. Systems consiglta RBL when deciding whether
or not to accept inbound messages from a remotersywill usually give a
temporary failure response code if the sendingd@réss is blocked. This provides a
mechanism in which to advise the sender and thgessnsystem’s administrators as
to the reasons for the rejection.

Failed permanently: 500-599 range. This meanssthraething went wrong in
processing the command, and that this commandvas @iill not be accepted. This
sort of response is often given to the “rcpt toVe&bpe command if the given

recipient does not exist on the system.

2.6.4. SMTP Relay

E-mail systems should not relay mail for anyondhmninternet. Relaying is the act of

accepting a message from a customer into a systantb®und flows, and processing it for

delivery. As previously mentioned, in large soalmail systems this processing often

involves traversal of multiple servers, and quewhthe end of the chain for acceptance by

foreign receivers.

Most systems use two criteria when deciding whettheelay. Either:

1. Client network address, or “relay by IP addresBhe client’s network address is

looked up, if it belongs to addresses that the keseaver will relay for, it is accepted.
This is usually used by ISPs providing relay sessito customers on their network.

18



2. Authentication. Covered in the next section, alamyone with the proper

credentials to send email.
Figure 4 demonstrates relay by IP address — neeatitiation is done.

For the purposes of managing spam, the developangl is to move away from client

network address checks to authentication. Thera &&w reasons for this.

With network based relaying, all messages fromuacgowill be accepted. For
administrators, this makes tracking the sourcenaloited system more difficult as many
computers could be in use behind a given addrésise one address is blocked while
investigating a problem, many people are affectBuere is also a series of explbiggjainst
networking equipment that allows attackers to exlod use home & small business routers
as SMTP relays that the downstream ISP email systiéraccept messages for. Relaying
from authenticated accounts only and stopping thetjge of relaying by IP address protects

against this entire category of exploits.

With authentication, it is possible to provide ureccredentials to each user. This makes
identifying the exploited account and device a msiaipler process. Authentication also
enables users to relay via from their service glens e-mail system regardless of which
network or physical location they are in; a boasghe number of portable devices capable

of sending email continues to increase.

2.6.5. SMTP Smarthost Servers

The term “smarthost” is used to describe serveasuimose primary purpose is to relay mail
for other servers in a multi-server system. Theyedfectively relays as described in the
section above, and often deployed in places whiegetcdbutbound access to the internet is

prohibited. The term is frequently used in datéeear campus deployments.

! Limited formal research in this field, but it i9sehaviour observed by ISPs. See
http://technocrat.net/d/2008/1/12/33775/
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2.6.6. SMTP Authorization and Encryption

The transaction in Figure 4 is very simple. At &stablishment of the connection, other

capabilities are often supported by the receivenger. Important ones are:

» Session authorization. A sender can be authotzeelay messages via e-mail
systems that would otherwise reject them via auib&tion. The authentication
mechanisms that a particular server supports cajuéeed by the client, the most
common types being a username + password comhinatio

e Channel encryption. A SMTP transaction can be begua clear text channel, and

subsequently cyphered with the STARTTLS command.

2.7. E-mail System Logs

The analysis of individual message’s flow througheamail system will be done via system
logs. The generation of these logs is discussesl HEhe algorithms and analysis of the
resulting logs is covered in Chapter 3.

2.7.1. Syslog M echanism

The syslog (“system log”) mechanism and protoclolved software to generate event logs
when a given action occurs. Syslog is providedheylLinux operating systems used in this
work. The concepts carry to Microsoft Windows Egdis] which are similar in function but

different in implementation and wire-level protocol

Syslog provides means to state the facility foraliba given message is generated, such a
mailsystem, scheduler, kernel — and the severith@imessage, from debugging,

informational, warning, error and critical error.

The mechanisms and protocols are fully describd®R@s 3164 [7], and 5424 [8]. For the
purposes of this work, note that informational nages are generated for most steps in the

processing of an e-mail message.

In a large scale e-mail system, the logs from altipipating servers tend to be aggregated at
a centralized server (“loghost”) for analysis. Tbgs used by this work were collected from

a loghost.
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2.7.2. Outbound Flow Reconstructed from Logs

Figure 5 is the syslog representation of the SM&aRsaction in Figure 4. Each line is

numbered for quick reference.

This is the output provided by the Postfix Mail isport Agent (MTA). There are other
software packages available that can perform #sik; tif they are suitable for use in large

scale e-mail systems they will log similar informoat

In cross-referencing, the:

client’s IP address is on line 1.

» the postfix daemon assigns a queue identifi@FQ727412 ) on line 2. This allows
the message to be traced in the receiving sertlex gueue identifier is returned to
the client at the end of the transaction in Figlure

* message-id is generated in line 3, this identgieuld be globally unique for the

message’s entire delivery from sender to finalpecit.

« envelope sender and recipient is given on lines%} &

The system logs also show that while the clientssage was accepted by a server called
“mailproxy2”, it was subsequently handed off to trew server “mailoutl” within the
mailsystem for queuing and delivery to the foreigaipient mailsystem. The postfix daemon
running on “mailoutl” issued a different queue itfggr (16E444C817F) on line 6, but

preserved the message-id on line 9.
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The log messages:

1. 2009-05-22T02:02:59+00:00 mailproxy2.pacific.net. au postfix/smtpd[1081]: connect from
unknown[203.100.230.80]

2. 2009-05-22T02:02:59+00:00 mailproxy?2.pacific.net. au postfix/smtpd[1081]: F2F9727412:
client=unknown[203.100.230.80]

3. 2009-05-22T02:03:00+00:00 mailproxy2.pacific.net. au postfix/cleanup[8950]:
F2F9727412: nessage-i d=<4A157B2D. 1030204 @aci fi c. net. au>

4. 2009-05-22T02:03:00+00:00 mailproxy2.pacific.net. au postfix/qmgr[19788]: F2F9727412:
frome<martin_foster @acific.net.au>, size=649, nrcpt=1 (queue active)

5. 2009-05-22T02:03:00+00:00 mailproxy?2.pacific.net. au postfix/smtp[25662]: F2F9727412:
t o=<sender @et | 0og. net>, relay=mailout. pacific.net.au[61.8.0.84]: 25, delay=0.16,
delays=0.13/0/0/0.03, dsn=2.0.0, status=sent (250 2 .0.0 Ok: queued as 16E444C817F)

6. 2009-05-22T02:03:00+00:00 mailoutl.pacific.net.au postfix/smtpd[19765]: 16E444C817F:
client=mailproxy2.pacific.net.au[61.8.2.163]

7. 2009-05-22T02:03:00+00:00 mailproxy?2.pacific.net. au postfix/qmgr[19788]: F2F9727412:
removed

8. 2009-05-22T02:03:00+00:00 mailproxy2.pacific.net. au postfix/smtpd[1081]: disconnect
from unknown[203.100.230.80]

9. 2009-05-22T02:03:00+00:00 mailoutl.pacific.net.au postfix/cleanup[19769]:
16E444C817F: message-i d=4A157B2D. 1030204 @aci fi c. net. au

10. 2009-05-22T02:03:00+00:00 mailoutl.pacific.net.a u postfix/qmgr[23206]: 16E444C817F:
frome<martin_f oster @acific.net.au> size=869, nrcpt=1 (queue active)

11. 2009-05-22T02:03:10+00:00 mailoutl.pacific.net.a u postfix/smtp[19651]: 16E444C817F:
t o=<sender @et | 0g. net>, rel ay=nx. netl og. net[208. 78. 102. 55] : 25, delay=11,
delays=0.03/0/8.5/2.1, dsn=2.0.0, status=sent (250 2.0.0 Ok: queued as 4CF462201AC)

12. 2009-05-22T02:03:10+00:00 mailoutl.pacific.net.a u postfix/qmgr[23206]: 16E444C817F:
removed

Figure5: a SMTP transaction seen from system logs

2.8. Related Work

The author believes that using SMTP response doddentify spammers in complex
systems is a novel approach to managing the outbspam volumes originating from an e-

mail service provider's infrastructure.

There is a substantial body of work in the fieldspam mitigation, machine analysis of

behaviour, and inter-system reputation.
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2.8.1. Reputation

Third parties have long acted as reputation brok@rsommunication between two other

organizations.

2.8.1.1. The Email Context

The effectiveness, design and evolution of DNS th&&altime Blocklists (RBLS) as e-mail

reputation systems was covered in 2007 by AlpécbyiJudge, and Krasser [9].

RBLs list IP addresses known to have been the safrspam, or URL known to have been
seen in the content of spam. Because of theirnps@am/not-spam tagging behaviour,
effective RBLs have to update cautiously in or@eminimize false positives. This cautious
update process has been heralded as their prinegadness. The advent of rapidly changing

spam sending botnets documented in [10] was sete atemise of RBLs [11].

In response to this criticism, some reputation jgers have begun offering multiple data sets
that have differing goals and update velocitiesr éxample MAPS offers a long lived RBL+

high assurance list and a rapidly adapting QIL[li&{.

The author has empirical data suggesting that RBbsinue to eliminate over 90% of
inbound spam flows with very low false positiveth€r parties have reported numbers in the
80% range when applied to botnets alone [13]. Thesh efficiency of RBLs will vary based
on mail system size, mail system age (the longststem has been around, the better it is

known to spammers), and the number of domains wlsel is hosted by this system.

There exists many RBL providers, the most poputesdisting known spam sources are
Spamhaus [14], MAPS [12], and SpamCop [15]. Thetmopular list of URLs placed in
spam message content is SURBL [16].

The existence of these reputation providers and tbatinued relevance is the basis for this
research in spam sender identification: to avoidaating mail system users that exhibit

“good” behaviour while stopping or penalizing thedb
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2.8.1.2. Outside the Email Context: P2P

Research in Peer to Peer (P2P) networks have mdpeputation based mechanisms to
ignore or exclude nodes that are known to offepgédites: files that are something else than
what they claim to be. This is essentially thensymd the P2P world.

The Credence system described in [17] and [18]empints a reputation system similar to

email RBL providers — peers are rated by the pasaind negative endorsements of others.

2.8.2. Behaviour

This work will draw on prior research into the beioair of spam networks, legitimate

senders, and spam senders when attempting tofglasbscribers.

2.8.2.1. Network Behaviour of Spam

In 2006 Ramachadran [13] then in 2007 Gansterdrifi/@stigated the network level
behaviour of spam sending networks. While themyidence that these networks are
adapting to advances in detection mechanismstablearch provides a good baseline for

identifying a “standard” botnet.

2.8.2.2. Network Behaviour of Spam: HVS versus LVS

In 2008 Pathak, Hu, and Mao [20] operated a seteeimail relay server to gain an updated
understanding of how spammers were using miscorgtya-mail servers to relay mail. Their
work is important because it confirmed system agitvark operator observations that

spammers appeared to be changing their behaviour.

Earlier, spammers were generally observed sendgigvolumes of spam to misconfigured

or compromised relay systems as soon as they usrevered. The authors codified this
behaviour as High-Volume Spammers (HVS). Spamikeesv that a short window of
opportunity existed to use the system before itsiadtrators noticed the volume and reacted
to it, or RBL operators noticed the volumes antétighe server as a source of spam.

What the authors observed is that more e-mail easglsent by Low-Volume Spammers

(LVS). Instead of sending a mass volume of ethadugh the relay over a short period of
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time, they would send a low volume of email fromnyaifferent sources over an extended

period of time — the goal being to avoid detection.

The authors also noted that some of the clientgogiiyg LVS behaviour appeared to be
working under the command of a centralized orchéstr multiple members of a coordinated

botnet.

2.8.2.3. Foreign System SMTP Reply Codes
The work done by Richard Clayton observing the loiggK ISP Daemon Internet in 2004

[21] uses the same metric as this work does tam@te the likelihood that a sender is a
spammer: SMTP result codes provided by a foreigtesy during a delivery attempt. This
topic is also discussed in this thesis in secti@i32 The difference with this work is in

system complexity and volume.

Their work showed that a specific sender which leithia low overall rate of delivered
messages is more likely to be a spammer. Spanteretgo use lists of email addresses with
a higher percentage of invalid or no longer vatithé addresses. These email addresses are
usually rejected by the foreign system when a dejiattempt is made, with the rejection
indicated within the SMTP protocol and logged te iystem logs.

The service provider e-mail system described fagrDan Internet at the time used one type
of server as a “smarthost” (see section 2.6.4)dlaying outgoing mail from customers.
While there were many similarly configured systemredundancy, the path taken by
messages in outbound flows was only one servemp“daesimplification that greatly eases
log analysis because a message’s traversal thtbeghfrastructure does not have to be
rebuilt from system logs to extract and correlatgource’s connection on one server to the
response codes returned by the foreign e-mail syateseen on another server.

The last major difference is that in 2004, the mgjef spam was delivered using High
Volume Spam (HVS) whereas today the bulk is Lowwiaé Spam (LVS).

2.8.2.4. Behaviour of Email Users

An observed fact about email user behaviour ispkaple’s social networks tend to be

reproduced in their email patterns.
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In 2002, Pujol et al. [22] worked to identify sdametworks in generic transactions between
agents. The research attempted to map peopldaal socles by analysing who they
communicated with, and how often. While this reskeavas not originally applied to e-mail
communications, there is reason to believe it winelédpplicable because all e-mail

transactions contain the required sender and esdipiformation.

Columbia University’s Intrusion Detection Syster®$) lab’s Email Mining Toolkit (EMT)
described in [23], [24], and [25] proposes and enpknts multiple mechanisms for
abnormality detection in sender behaviour. Metiiask volume behaviours in time, the
development of expected recipients by building mapsocial networks (cliques), and the

identification of changes as a result of explodtator takeover by a malicious sending agent.

A subset of the EMT known as the Profiling Emaiblkat (PET) was implemented in [25]
for real-time analysis. It was restricted to agtat the mail client endpoint, and not directly

on a large scale distributed mail system.

2.8.3. Outbound Spam

The last category of related work focussed on mashas to reduce outbound spam without
taking into account user behaviour. [26] Propobeset mechanisms that could be
implemented by large scale e-mail service providaiselate to imposing a cost — either

financial or computational — on the sending of @sage.

The problem with these proposals is that to becéffe cost-based mechanisms need to be
accepted by a large set of organizations excharegmagl. So far this has not happened as
there are: (1) too many objections to putting & oosa resource that is currently seen as free
or near-free, (2) no one can agree on who wouldlagg or collect a financial “postage” fee
for sending a message, (3) cost based mechanisnhsaged against developing economies
that have less financial and computational resayeed (4) it is now assumed that
spammers would easily absorb any computationallppssing their existing spam sending
networks. The disagreement on financial cost andeffect of a computational cost appears

to have halted development of all mechanisms pexghoy [26].
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Chapter 3

Architecture and Algorithm

In this work, in order to determine whether the sages that a subscriber delivers to an e-
mail system are spam, we must trace the path tékengh the system by the subscriber’s

messages.

The correlated result provides a complete viewheftteatment of each message sent by a
subscriber. Building this complete view for e-m&istems which have more than one server

or one server type involved in relaying outbourndat is part of the novelty of this work.

In this section the challenges for building thisngbete view and how they were resolved are

explained.

3.1. Data Source: E-mail System Logs

The data source analysed in this work originatesife-mail system logs generated by
servers and the Postfix MTA application. In thekgaound section, the syslog mechanism
and protocol was introduced as a standard meardletting information about the

processing of emails as they traverse a system.

Note that while syslog is used here, the procesgduvoe similar for other logging or
infrastructure tracing mechanisms. Examples eira#tte technologies are Microsoft’s
Windows Events [6], and Facebook’s Scribe [27].

3.1.1. E-mail System L og Collection

A central syslog host is used to aggregate tharmsiseof syslog events emitted by all the
servers in the outbound flow processing chain. didysis system processes this centralized

data.
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Syslog loghost Analysis system

Figure 6: centralized syslog host

Figure 6 provides a graphical representation ofdgeaggregation process. The loghost
writes its logs in a format that complies with thgdated syslog RFC 5424 [8] published in
2009. This format is more reliably parsed fromxd term than its predecessor RFC 3164 [7].

3.2. The Problem of Complexity

E-mail system complexity makes the task of buildimg complete view of a message

traversing a system much more difficult than thrgka server case.

As the term implies, the simple case illustrate#figure 7 has a single application (denoted

as a daemon) running on a single server.

Syslog output
from daemon:

A stream of
events.
Daemon
> >
[ Inbound email ] Server [Outbound email]

Figure 7: simple case, one server one daemon
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The single server type still allows for many sesvef the same type to be deployed to for
reasons of redundancy or capacity. If many semwélsthe same functional configuration

are deployed, it can be said that their operasadempotent for any given recipient.

Complexity is introduced by using more than oneliappon in processing mail, and having

more than one functional processing stage.

3.2.1. Multiple applications

In mailsystems, it is common to have multiple apgtions or daemons process a message to
get a result. This is illustrated in Figure 8, wha message would have to traverse three

applications before exiting the server.

Syslog output
from 3 daemons.

A stream of
events.
dl | d2 | d3
> >
[ Inbound email j Server [Outbound email]

Figure 8: single server multiple application

An example of this is processing by anti-spam arttharus content analysis software. The
first daemon is an MTA that accepts messages frenupstream system, the following
daemons are content processors. The processedgaes$ianded to the exit MTA for
delivery to the next system in the chain.

This case is not tracked in this analysis, but Wwdid a logical extension of the research.

3.2.2. Multiple Applications, M ultiple Servers

For the analysis framework to be suitable to asymeal world e-mail systems as possible, it
must cope with the logs generated by e-mails astthgerse multiple servers, each

potentially running multiple daemons.
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Event stream from each daemon on

each server
di (d2 | ... | d, di | d2 | ... | dn di (d2 | ... | dn
Server 1, function 1 Server 1, function 2 Server 1, function N
YN
b
[0]
s
33
=0 di (d2 | .. | d, di | d2 | ... | dn di (d2 | ... | dy
g2
T o
89:
§ Server 2, function 1 Server 2, function 2 Server 2, function N
g
R B e ettt e eannnteeetetaaannteeeteeaanantteeetttaattitttettetantittttettetantttteeeeeeas >
b I I I A Y ( Direction of e-mail flow ). ............................... »
R R R R R R I >
di (d2 | .. | d, di | d2 | ... | dn di (d2 | ... | dy
Server M, function 1 Server M, function 2 Server M, function N
A 4

v

( . . )
Functional grouping
N J

Figure 9: multiple applications, multiple servers

The general case is illustrated in Figure 9. Amgagl entering a system can be processed by
any number of applications for a given functionauping. Functions are expressed in the
horizontal axis, and functional replicas for thrbpgt, redundancy, or datacentre diversity

are expressed in the vertical axis.

The number of paths that an email can take wherisang a given system is computed by
multiplying the number of functions N by numberseivers per function M. This will vary

if each function is not serviced by a constant nends servers.

3.2.3. E-Mail System under Test: Pacnet | nternet

The actual system under test in this work is thtb@und flow processing stage used by

Pacnet Internet as shown in Figure 10.
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Syslog event stream from the postfix
MTA on each server

Postfix MTA Postfix MTA
P >
Server 1, SMTP proxy Server 1, outbound queue
“mailproxyl” “mailoutl”
Mail accepted 4 path options Mal_l relayt_eq to
from customer foreign recipient
Postfix MTA Postfix MTA
> >
Server 2, SMTP proxy Server 2, outbound queue
“mailproxy2” “mailout2”

Figure 10: system under test, Pacnet Internet Outbound e-mail servers

Outbound messages are subject to two functioneéséypes.

1. Front-end proxies that accept messages for relamdgvalidate that they are
originating from customers. This validation is darsing mechanism introduced in
2.6.4: the originator’s IP address, or authenticati

2. Back-end mail queues handle the actual delivetii¢aecipient’s e-mail system.

The functions are separated because the back enghguprocess can take time to clear if
there is an issue with delivering the messagedal#stination. Handling peak loads can also
make the back-end systems less responsive. Otliesenvers can tolerate this
unresponsiveness and retry, but experience hasstiatve-mail clients and the persons
using them cannot. Hence the front end serverkepelightly loaded to provide a low
response latency.

From this design we can infer that in building toenplete view of a message traversing the

system, copies to each recipient will show two hogeg one of the four paths:

* Mailproxyl to Mailoutl
* Mailproxyl to Mailout2
* Mailproxy2 to Mailoutl
* Mailproxy2 to Mailout2
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When there are multiple recipients to a messagd extipient’s path taken through the

system is not guaranteed to be the same.

3.3. Mail Log Parsing

The syslog data emitted from the e-mail systemdiée parsed by the analysis system in

order for interesting data to be extracted.

3.3.1. Postfix Syslog I nfor mation

The e-mail infrastructure that supplied the sowta for this work runs the Postfix MTA

[28]. Four syslog message types are needed tottiadlow of messages:

1. Acceptance. Emitted when the software accepts a messageltyr. The source
address is provided, and if authentication was tisea@redentials are also logged.

2. Message-ID. Emitted when the globally unique message-I»isfl or generated.
The message ID may have been generated by theé atiprograms that have
previously processed this message. In this casm#ssage ID would be written to
the message’s headers, which the MTA can lateaetxéind re-use for logging
purposes.

3. Sender. Emitted when the software processes a messdbe gqueue. The
message’s envelope sender is printed, along whigr gttatistics such as the size of
the message, and the number of recipients se@isimessage. Note that the
number of recipients seen cannot be trusted farracg, as prior servers may have
split a message delivery to a larger number ofprents into parts.

4. Recipient. Emitted once the result of a delivery attemp tecipient is known.
Provides 3 possible states for this result, either:

a. Sent, the delivery was successful. A SMTP replyecoid200-299 was
received.

b. Deferred, the delivery failed but may succeed @ftiture and so is re-
gueued for a future attempt. A SMTP reply codé@3-499 was received.

c. Bounced, the delivery failed and will not be redtieA SMTP reply code of
500-599 was received.

Deferred messages exhibit a transient state. €wlig retried until either a concrete

response is received (accept or reject) from thgpient’s mailservers, or all attempts to
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deliver the message fail within a specified timaefea By standard, this timeframe is 7 days,
but in practice many operators reduce it to a lesgmber such as 3 or 5 days to reduce the

size of their outbound queues.

Only the two final states of sent (accepted) anghibed (rejected) are of interest to this work.

3.3.2. Parsing a L arge Volume of Events

The volume of events to be processed in order ild the desired complete view of a
sender’'s messages further constrains the soludivaitable to the problem.

Over the time the mail system under test was olbskean average of approximately
190,000,000 log messages were generated per Wéwkis a sustained average rate of 314

events per second, with peak levels many times this

High end disk storage systems are required in dodeave the input-output capacity to
perform over 300 operations per second. Most gydémons batch writes into larger block
in order to not impose high resource needs. Falyais it is important not to require high
throughput and high cost storage systems that wiaald a disk seek in order to read or

write each event.

With this storage system constraint, the authordgekcto use an event stream processing
system that operates in memory to handle the hagmwe first stage event parsing and

aggregation.

3.4. Event Stream Processing

The syslog information emitted from an e-mail sgsie representable as an event stream.
Each processing stage on each server generatesmn ¢n order to build the desired
complete view of what happens to a sender’'s messaddbe events related to this message
must be captured and sequenced.

The science of working with and reacting to streafmesvents is Event Stream Processing
(ESP) and Complex Event Processing (CEP), andvisred in detail in [29] and [30]. For
this work, the open source ESPER [31] componentusasd to correlate and extract the

required Postfix Acceptance, Message-ID, SendeiRawipient logging messages.
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3.4.1. Selecting Eventsin a Stream

The ESPER component uses Event Processing Lan@tBf¢ to express the conditions

under which events or groups are to be selected &rgtream. EPL is a SQL-like language.

A simplified event stream is presented in Figure kXshows a variety of postfix
(A)cceptance, (M)essage-ID, (S)ender, and (R)etimgslog messages being processed as

events. For brevity, this combination will be meézl as AMSR from here on in.

Same origin hostname, daemon,
and queue identifier

|£||E|

[Event stream of syslog messagesj >
Window A-M +Nndow S-R
< Window A-M-S-R >
ta tm ts tr

Figure 11: an event stream with postfix accept, message-id, sender and recipient events

When grouping processing on one host, the commtantdaggregate on is the hostname,
daemon, and queuelD. Figure 12 shows an EQL séatiecapable of selecting the desired
AMSR event from the event stream. Since the daemalways postfix for this input data,

the daemon component is ignored.
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select pa, pm, pf, pt

from PostfixAccept:ext_timed(pa.timeLong, 10 minutes) as pa,
PostfixMessagelD:ext_timed(pm.timeLong, 10 minutes) as pm,
PostfixSender:ext_timed(pf.timeLong, 10 minutes) as pf,
PostfixRecipient:ext_timed(pt.timeLong, 10 minutes) as pt
where pm.queuelD = pa.queuelD and

pm.queuelD = pf.queuelD and

pm.queuelD = pt.queuelD and

pm.hostname = pa.hostname and

pm.hostname = pf.hostname and

pm.hostname = pt.hostname

Figure 12: an Event Query Language (EQL) statement for selecting AM SR events

There are a few things to note in this processeE@H statement. First, the input syslog
events must be pre-parsed and injected as Plaidak Objects (POJO), which makes their
attributes accessible to EQL. Second, the queuatidshostnames are matched as previously
mentioned. Third, the time window; each event’gobrepresentation has attributes for the
hostname, daemon, queuelD, and syslog timestare.syslog timestamp, which is stored

as an attribute named “timeLong” is used insteatth®ESPER injection time so that the
actual time the syslog message was generateddsagse basis for comparison. Using this
external clocking (“ext_timed”) allows the systeoncatch up after a fault or processing peak
and still produce the same output.

Also note that in practice there is no guaranteettiese events will be logged in order — an
M can be recorded before an A, and an R before amh& is further reason to use ESP: it
allows analysis systems to ignore arrival orderingtead leaving ESPER to report all

matching events within a selected time window.

3.4.2. Window Sizes

Next the proper window size must be selected. ES&eam Processors output events
matched at the end of a given window. This mehaswhen choosing a window size, it

must be made large enough to observe an eventeoést, but not so large that it is too late
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to act by the time the end of the window is reachearger window sizes also require more
memory resources to maintain, offering a secondtigi limit to their size. A ten minute

window was chosen for this work.

Figure 11 is marked with the times at which thevitihial AMSR events arrive ag,tty, ts
and k. “A” & “M” events usually follow one another cle$y once a server decides to accept

a message for delivery. “S” events do not begiil thre e-mail queue is processed.

The time between the “S” and “R" events varies aejpgg on how busy the sending &
receiving servers are, the network bandwidth, &edstze of the message. For the purposes
of this work, it was assumed that the entire A, Svind R events were emitted within 10

minutes of one another.

This covers most cases, with the exception of lnmgdelivery re-try cycles. These occurred
in a small minority of cases, and are excludedimplicity. They could be re-introduced as

SR events that do not have a matching AMSR comhbewedt within the given time window.

3.5. Reconstructing the Message Path

The AMSR matching described in the sections abowwerts a high volume of individual
events to a much lower volume of per-server eveRt&x-server because AMSR events match

on hostname and queuelD, both are unique at threrdewel only.

To rebuild the entire path that a message has t#&d8R events must be aggregated as a
multiple server transaction. This is done by miauglhe globally unique message-I1D, with
ordering done by timestamp. Timestamp orderingrass that the servers have

synchronized clocks, say by using Network Time &gok (NTP).

Some merging of information is done when suitabl#SR sets are found. Authentication
information if it exists will only be found on tlsystem that first received the message from
the customer. Subsequent servers within the esysiiém relay by IP and so will not have

this authentication information. Hence it is presd if present when merging sets.

3.6. Identifying Spammers by SMTP Reply Code

This work uses one metric to determine whethemdeses messages are likely to be spam,
the SMTP response code. This is the same meeit loyg Clayton in 2004 ([21] and prior
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work section 2.8.2.3) on Daemon Internet (UK) emaitt applied to a more complex set of

servers, and with the intent of detecting both taght low volume spam.

For each reconstructed message, and each redipigng message, the SMTP reply code of
interest is the code seen on the last path a messak.

The sender is assumed to be spamming if in tinméssages have a too high percentage of
undelivered mail. The mail is undelivered usubalkause the e-mail address does not exist
at the recipient system, either because it is méstyno longer exists or never existed.
Because spammers harvest a lot of their e-mailesdds, a significant proportion of their

lists have bad or old e-mail address data.

3.7. Reconstructed Message View

Bringing together all the concepts in the aboveisegields the reconstructed view of

messages traversing the e-mail system’s outboomsfl

1 SENDERJ[10]: userl@isp1,43,43,0,0,0

2 message: 000001cha976%$0fb13d60$2f13b820$@net.au
3 sender: userl@ispl

4 srclP: 125.255. XX.YY

5 auth: NO

6 size: 1885701

7 nrept: 3
g recipient: user2@hunterlink.net.au, path size: 2
path[0]: mailproxy2.pacific.net.au[B455C27803] userl@ispl-
>user2@hunterlink.net.au status=SENT tries=1 destIP =61.8.0.85
path[1]: mailout2.pacific.net.au[007782AA1DC] u serl@ispl-
>user2@hunterlink.net.au status=SENT tries=1 destIP =61.8.0.83
11 recipient: user3@bigpond.com, path size: 2
12 path[0]: mailproxy2.pacific.net.au[B455C27803] userl@ispl-
>user3@bigpond.com status=SENT tries=1 destIP=61.8. 0.85
path[1]: mailout2.pacific.net.au[007782AA1DC] u serl@ispl-
>user3@bigpond.com status=SENT tries=1 destIP=61.9. 189.122
14 recipient: userA@companyA, path size: 2
15 path[0]: mailproxy2.pacific.net.au[B455C27803] userl@ispl-
>user4d@companyA status=SENT tries=1 destlP=61.8.0.8 5
16 path[1]: mailout2.pacific.net.au[007782AA1DC] u serl@ispl-
>userd@companyA status=SENT tries=1 destlIP=203.0.AA .BB

Figure 13: reconstructed message
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Figure 13 shows a sample reconstructed view ofssage generated by the analysis

software written for this work. A few interestiparts of the view data:

* Line 1, for this envelope sender, the number ofsagss seen (43) and delivered
successfully (43). A perfect delivery rate is kaly to be spam.

* Line 2, The globally unique message 1D

* Line 7, the message has 3 recipients, for eachiestithe 2-hop path between a
mailproxy and a mailout system is seen. Completb thie IP of and status reported

by the receiving mail server (SENT is accepted).

Next, the analysis software is applied to two wéeksth of e-mail system logs as part of

this thesis’ experiment.
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Chapter 4

Experiment and Results

Two weeks of system mail were analysed in the exygsrt. From over 32,000,000 syslog

message entries 2,644,135 message views were nembed.

4.1. Overwhelmingly Delivered

The good news is that the majority of e-mail serdelivered, and delivered from sources

that have very low message rejections rates.

The first conclusion drawn from this is that moshail being sent from the system under test
is not spam. This assertion is reinforced by ffs#esn’s excellent reputation with major RBL

providers.

Because the intent of this research is to idewtifstomer accounts being used to spam, the

rest of this chapter will focus on what is learrfiexin the undelivered messages.

4.2. The Undelivered

Of the 2,644,135 message views extracted fromatpg 2,525,469 were successfully

delivered. This leaves 115,666 messages or 4.3ilivered in the two week period.

4.2.1. TheLong Tail: lessthan 250 messages per week

Sources that did not send at least an averageQofri@ssages per week over the test period
are removed from further analysis. These sounggsime is too low to draw any concrete

conclusions.

The long tail of low volume users is removed framtlier consideration. This represents
94.2% of the sources sending mail, yet they accfaurzl.5% of the total volume moved,
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and only 9.7% of the undelivered mail. Hence thiectusion that these low volume senders

can be reasonably considered not to be spammers.

4.2.2. Smaller number of high volume sour ces

Senders attempting to deliver over 250 messagesgek represent 779 of the 13379 unique
sources seen, or 5.8%. In volume they are resplenfsir 78.5% of messages, and 90.3% or
104,495 of the undelivered mail.

This corpus exhibits a second long tail patterith®@se senders, most exhibit an over 91%
delivery rate. Plotting sources to percentagenalielivered mail demonstrates this effect in
Figure 14.

delivery error (>250msgs/week)
90.00% -
80.00% -
70.00% -

= N
© o ©°
o o o
o o o
X X R
1 |’......

0 100 200 300 400 500 600 700 800 900

Sender IP address

Figure 14: delivery error rate for sourcesover 250 messages/week

The undelivered data is more useful if expresseatklgery error rate to overall message
volume, as demonstrated in Figure 15. This grapinaghows that the majority of senders
have a very low error rate and very high acceptaaigefrom foreign e-mail systems for their

messages sent.
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Figure 15: delivery error rate to total message volume

The output to focus on as spammer candidates afeigh volume and high error rate

sources, or the upper right quadrant of Figure 15.

4.2.3. Over 9% unddivered

To further reduce the number of sources under aisalg second criterion is added to the
data set: only senders for whom more than 9% okaggs are undelivered will be

scrutinized.
Again, this cut mostly removes senders with vadidipients from the mix.

Only 49 (0.37%) of 13379 total sources satisfydbidition of attempting to send more than

250 messages per week, while having over 9% ureteliv

Yet this small percentage of senders is responfbl@% of the total volume of messages
delivered in the study timeframe, and more impdlyab3% of the volume of undelivered

messages.

In depth analysis of this group was limited to tighest volume senders. For privacy
reasons, of the whole 13,379 sender data setdetlyled message view information on the
top 50 senders by total volume was kept.
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One of this works’ base hypotheses to test in aptexriarge scale e-mail platform is that a
high volume of rejected messages translates toydikely spammer sender. With the
constraint that in-depth data was only kept forttpe50 overall senders, manual verification
is only possible for the top 8 senders in the 9%eliered sub-set.

Table 1: 8 sources with the highest ratio of undelivered messages

undelivered HVS or
source total sent bounce defer (B+D) deliver % undelivered % LVS
1 60228 39330 17928 2970 20898  65.30% 34.70% HVS
2 27322 19220 7250 852 8102 70.35% 29.65% HVS
3 26662 23929 1224 1509 2733  89.75% 10.25% HVS
4 18174 11162 6038 974 7012 61.42% 38.58% LVS
5 17246 5709 8064 3473 11537 33.10% 66.90% HVS
6 12618 11206 1298 114 1412 88.81% 11.19% LVS
7 9718 5587 2208 1923 4131 57.49% 42.51% LVS
8 8240 7408 791 41 832  89.90% 10.10% unsure

For these 8 senders, the author is certain aftauadanalysis that the top 7 are spammers.

Of these, four exhibit high volume spam pattermslarge volume of mail sent over a short
time frame to a sequential list of recipients. Arestthree are low volume spammers, with
messages trickled through over the entire duraifdhe experiment to a random list of
recipients. The low volume senders also mutatent @mvelope source address on each send,
the reasons for this cannot be precisely determimegever it would have the effect of

hiding the spamming activity from analysis systdrased solely on envelope sender
addresses. The changed source address couldeals®d to track responses to the

messages.

Only one sender cannot be clearly identified gseersner, and could qualify as a poorly
maintained mailing list. Looking at the detaileéssage data supports the poor mailing list
hypothesis: the sender is a company that appeartdymperate in one Australian State, and

the majority of their recipients also appear tarbthis same State.

4.2 4. A Viable Automated Cut-off Threshold

If an automated cut-off were to be devised frors thata set for the e-mail system under
study, it would be to block all sources that semer@gl000 messages per week, and have over

25% rejected by the destination e-mail systemss Would amount to 5 out of 13379
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sources, yet represent 5% of the total messagésasehan astonishing 44.6% of all
undelivered mail. These cut-off figures are desyto avoid false positives, and would not

block uncertain cases such as tfes@nder in Table 1.

In other words, it is possible to find a cut-of¢dét for spammer source detection in a complex
e-mail system that is based on SMTP response @des. In this case with the over 4000
messages/week and over 25% rejected thresholdgappimost half of the undelivered

messages in the e-mail service providers outbolomgsfwould be prevented from being sent.

For organizations that do not wish to implemenbeéted blocking systems, the number of
senders that meet this criteria (five, out of a@uwer base of over 100,000) is sufficiently

low to validate manually.

4.3. Mailing Lists

Previous attempts to limit outbound spam have étigd on a source’s message volume. The
output of this work confirms that this is a poortrieeto choose because it would block

legitimate mailing lists while allowing a considbla volume of low volume spam to pass.

Two types of mailing list or mass mail out activisyfound within the dataset used for this

work. Either:

* One copy of a message is sent to the e-mail systéma large set of envelope
recipients — a “rcpt to:” entry for each. This im&d is most efficient in conserving
client bandwidth, as the body of the message nebdbe sent once. However it also
implies that each message must be the same, Igniiruse to mailing lists

* The entire message is sent once per recipient cFbates a larger volume of
individual messages moving through the e-mail systend consumes more client
bandwidth. This method allows the messages teebsopalized for a mailing list, or
for mass mail-outs such as those generated by mydritiing runs where thousands

of customers would be sent an invoice.

High volume mailing list activity belongs in thetbmm right quadrant of Figure 15: many
messages are sent, but very few are rejected fierretipient mailsystems. The author
hypothesises that vigorous anti-spam laws have mnaxd legitimate companies and

organizations place more stringent checks on thait-outs, whereas spammers can perform
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no such checks. The result remains: blocking Bbyme alone is not viable for the e-mail

system operator as it will block considerable vadgrof legitimate e-mail.
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Chapter 5

Conclusion and Future Work

Identifying and reducing the volumes of outboundrspn high volume e-mail system is a
worthwhile endeavour. The operators of the sydtenefit in improved reputation, as do the

e-mail users who eventually receive less spam.

This work demonstrates that in commercial e-masteayns with a wide range of users, simple
metrics such as volume alone is insufficient teedatne whether a sender is a spammer.
The dataset shows that there are ample sendenibulisiy a high volume of e-mail in their
legitimate business activities, or in mailing lighsit would be trapped by volumetric analysis.

Similarly, volumetric analysis would fail to detdotv volume spammers.

Building a complete view of a sender’s activitiesass all servers that are part of an

outbound e-mail system is of value as it allowdysis of complex behaviours.

With this complete information it is possible tade the SMTP reply codes issued from
foreign servers back to individual senders. Tlseilte support the hypothesis that the
existence of a large percentage of rejected messagesender’s outbound e-mail flows is a
good metric for identifying them as a spammer. fidseilts further suggest that for every e-
mail system, a cut-off value exists that could tiye@duce outbound spam with a low rate of

false positives.

5.1. Future Work

It would be interesting to include further metrieBen analysing outbound e-mail flows.

When selecting further metrics, the data sourcéhiese metrics must be taken into
consideration. This work has relied on system,l@egsch restricts analysis to envelope data

and very basic message information.
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Message sizis available in the system logs generated by Raatid other MTAS. In

analysing the data for this thesis, it was obsethatimessage sizes in messages sent to a
mailing list from non-spammer senders appearec tiaéntical or near identical. Slight
variances could imply a minor change in the mes$aiggersonalization, such as placing the
recipient’s name in the message body. Howevergsainthe messages spammers sent to
what appeared to be a mailing list varied greatlgize. The question is whether the variance
is due to message padding — a countermeasure tent@malysis — or if an entirely different
payload is being sent. It may be that for a givser, messages sent within a short period of
time with a large variance in individual message $ an indication of spammer activity.
Validating this metric without the message conteatlld be difficult, as it would be

important to verify that sequential messages casinilar body or intent.

Message conters not checked in the analysis done in this wdtkvould be interesting to
run automated tests, such as applying the anti-gpanti-virus software to outbound flows.
This idea has been suggested in the past, andteasbeen rejected for being too
computationally expensive. However the cost otpssing power continues to decrease,
which could make this viable. Or perhaps contealysis could be used to validate the
results of other metrics, such as the recipiertesySMTP response code used in this work.
The computational cost may be acceptable if usedses of uncertainty alone. For this
work, uncertainty represents senders with over 2088sages per week having over 10%
rejection. Applying content scanning to this agpvould restrict this computationally
expensive activity to 9% of the total outbound floiwhe benefit would be the potential

removal of up to 65% of outbound spam — a 20% as®e
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AppendixA

Abbreviations

DNS Domain Name Service
DNS MX record Domain Name Service Mail eXchanger record
MTA Mail Transport Agent. Software responsible for moving and

queuing mail from one system or one process to another,
usually over SMTP.

RBL Realtime Block List

SMTP Simple Mail Transport Protocol
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